HKQAA Symposium 2017

Governance, Risk and Compliance Management
in the Era of Sustainability

Stay Ahead of the Privacy
Management Trends: Local and
International Perspectives

Brenda KWOK
Chief Legal Counsel

Privacy Commissioner for Personal Data, Hong Kong
18 May 2017

PCPD.org.hk

o
BEHEAERARBRERAE
Office of the Privacy Commissioner PRI - 28 A\ BB

for Personal Data, Hong Kong Protect, Respect Personal Data



PCPD TV API
“Think Privacy! Be Smart Online”

Think Privocy!
Be Smart Online
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The Hong Kong Data Protection Law
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Data Breach Trend on the Increase

“Data breach is no longer a question of IF,

but a question of WHEN...” — Mr Stephen Lau,
former Privacy Commissioner for Personal Data,
Hong Kong

Governance + control + best practice =
Trust from customers
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Paradigm Shift

Conventional wisdom of data protection:
v’ A Legal/compliance matter
v Not a top management concern

Paradigm shift is needed:

v'_From Compliance
to Accountability

v A top down approach
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Privacy Management Programme Best Practice Guide

Media Statements
Date: 18 February 2014

Major Organisations Pledge to Implement Privacy Management
Programme to Protect Personal Data Privacy

(18 February 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
released today Privacy Management Programme: A Best Practice Guide (the "Guide"). The

Guide outlines the building blocks of Privacy Management Programmes ("PMP"), a strategic
framework to protect personal data privacy.

Privacy
\anagement

Programme
A Best Practice Guide
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Privacy Management Programme Pledging

Organisations
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Date: 18 February 2014 SO

Major Organisations Pledge to Implement Privacy Management
Programme to Protect Personal Data Privacy

(16 February 2014)

At a ceremony held today by the PCPD, the Hong Kong Special Administrative Region o
Government, together with twenty five companies from the insurance sector, nine companies | Asegmo
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from the telecommunications sector and five organisations from other sectors, all pledged to | seaize
implement PMP.
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PMP Best Practice Guide - Fundamental Principles

three top-down management commitments:

2. setting up of a
dedicated data
protection office or
officer
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PMP Best Practice Guide - Fundamental Principles

seven practical programme controls:

1. recording and maintaining personal data inventory

2. establishing and maintaining data protection and privacy policies

3. developing risk assessment tools (e.g. privacy impact assessment)

4. developing and maintaining training plan for all relevant staff

5. establishing workable breach handling and notification procedures (e.g. data breach
notification)

6. establishing and monitoring data processor engagement mechanism

7. establishing communication so that policies and practice are made known to all stakeholders
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PMP Best Practice Guide - Fundamental Principles

Review process:

Development of an oversight review plan to check for compliance and

effectiveness of the privacy management programme

Execution of the oversight review plan making sure that any
recommendations are followed through.
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Effect of Paradigm Shift

Enforcement
_ + L = Trust
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International Privacy Frameworks

Privacy management programme (PMP):

* Not mandatory in Hong Kong | #2550,

* Demonstrates accountability

protection principles such as
those in OECD and APEC
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Jurisdictions Embedding Accountability in Law & Practice
Australia — Privacy Act 1988

Canada — Protection and Electronic
Documents Act, 2000

Korea — Personal Information Protection Act, 2011
The Philippines — Data Privacy Act, 2012
Singapore — Personal Data Protection Act 2012

The EU — General Data Protection Regulation, to be
effective on 25 May 2018
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Respecting Customers’ Personal Data

“We need to do not just legal, but what is right”
— Mr Sunny Cheung, CEO of Octopus Card Ltd.
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